DESIGN. BUILD. SECURE
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loT Solutions




ATTACK SURFACE

/—0 Compromised chipsets

Embedded user
o accounts/passwords
/—0 DOS via weaponizing
/_' Attacks from IT network
\—0 Exposure of Pl data

\\ Open source software

\—0 31 party software libraries

Malicious Firmware Updates.ﬂ.

Collection and storage of PII

date with permission ﬂ

MITM attacks &
Configuration errors ¢

Lack of formal security testing
and evaluation '/\.

Physical access 0—/

Attacks from other compromised
devices on trusted network (pivoting)

Malware from sneaker
net updates via USB key
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HOW DID WE GET HERE?

- Vendors do not have a SDLC (design, testing, evaluation of cyber)
- Lack of awareness for buyers on security risks
- Lack of formal testing and evaluation in the marketplace

- Foreign actors (and others) are looking for attack surface and data

- Configuration errors (users)
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Protects the core infrastructure
through policy and procedure

Secure Maintenance

Assures security continues

until product retirement Assures security is designed into

products from their genesis

Secure Components

Mitigate threats introduced by
Protects products from your
house to your customers

third party component use
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WHAT TO LOOK FOR IN A VENDOR

- Secure Development Lifecycle (SDLC) - Secure by Design, Privacy by Design principles
- Formal Testing and Evaluation by a 37 party - Accredited

- Public policies on privacy and security - Openness to their practices

- Do they have a governance function - Culture of Security

. CVE/CVSS for the product and company - What is their history of vulnerabilities

- Privacy Commissioners - Have any complaints been reported
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CONDUCTING AN EVALUATION

- How does the organization implement - Governance, SDLC, Threat Data, Deployment,
Secure by Design

- Audit the organization against these aspects

. Conduct a vulnerability/penetration test against the end-to-end solution including
cloud, middleware, 3rd party libraries, device and all communication channels

- Vendor needs to improve maturity in company && develop processes

T-200 will lay the foundation to determine both a vendor
and product cyber posture.

1oT613 Ottawa, May 8-9, 2019



FUTURE - ISOC LABEL CONCEPT

Certifying Company Logo Standard(s), Product and Link to Live
Compliance to Regulatory Updates/MUD, etc

\

CVP 2019
CIRA
loT SHG
PIPEDA
CASL

Reference Sample ONLY
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RECOMMENDATIONS

- Keep an eye out for product labels and web sites
- MUD will be your friend in the future
- Does the vendor sign up for programs such as |oXT commitment?

. International Standards are coming - ISO/IEC 27030 Privacy and Security for loT, IEC
30149 Framework for Trustworthiness

- Bi-National Standards are coming - T200 in Canada/US

A securely managed company will develop a secure product
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https://tools.ietf.org/html/rfc8520
https://www.ioxtalliance.org/
https://www.iso.org/standard/44373.html
https://www.iso.org/standard/53269.html?browse=tc
https://www.scc.ca/en/standards/notices-of-intent/csa/software-development-and-cybersecurity-evaluation-program
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