
IOT/OT STANDARDS & 
REGULATIONS



Standards and Regulations

AGENDA

• Standards and Regulations {Singapore, EU, US, and Canada}


• Bill C-26


• Planning for this Future


• Questions
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ABOUT TWELVEDOT

• We are an Ottawa based cyber consultancy specializing in HW and SW development and 
governance


• We work with companies to improve both products and organizations


• We work with the CSA Group for testing, assessment and standards development


• Editor for ISO 27400 IoT Security and Privacy


• Co-Editor for ISO 27404 IoT Security Baseline


• Editor of IEC 30149 IoT Trustworthiness


• We have pen tested and evaluated well over 700 IoT products to date
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SETTING THE STAGE
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NEW EXPECTATIONS

• Many nations are developing or have implemented regulatory and certification 
requirements


• Singapore, Japan, United Kingdom, EU, and Australia


• Many regulations for x-border sectors i.e. energy (NERC & FERC)


• Canada will not develop one but probably adopt another nations framework (C-26)


• NIST and ISO working on Baseline standards to support SMB vendors
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SINGAPORE - LABELING 

source: Cybersecurity_Certification_Guide_V2.pdf

SCHEMES

About CLS CLS: Benefits

As part of e!orts to better secure 
Singapore's cyberspace, raise 
cyber hygiene levels ,and increase 
awareness of consumer IoT security, 
CSA introduced the Cybersecurity 
Labelling Scheme (CLS) for network-
connected smart devices.

The CLS, which marks a first in 
the Asia-Pacific region, comprises 
di!erent levels of cybersecurity ratings 
to provide an indication of the level of 
security embedded in the device. 

This helps consumers to choose 
more secured devices and hence, 
to better protect themselves 
against basic cyber-attack.

For consumers:

• To make informed purchase 
decisions based on the security 
provisions of the smart devices

For developers:

• To di!erentiate products 
with recognised and 
improved security features 

2 Internet of things (IoT) connected devices installed base worldwide from 2015 to 2025, Statista Forecast, 27 November 
2016, https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

What’s going on?

In the market, a large number of devices 
are being sold with poor cybersecurity 
provisions. Hackers generally look for 
the easiest systems to attack that will 
net the most damage and returns. 

Information on the amount of security 
that is built into these devices is not 
made readily available by the developers. 
Thus, consumers are unable to make 
informed decisions towards purchasing 
more secure devices.

Amidst the growth in number of IoT 
products in the market, and in view of 
the short time-to-market and quick 
obsolescence, many consumer IoT 

The Smart Consumer Device

For more information, 
please contact us at

In recent years, there has 
been an exponential increase 
in the number of connected 
Internet of Things (IoT) 
devices in the world. It is 
estimated that there will be 75 
billion IoT devices by 20252.

products have been designed to 
optimise functionality and cost over 
security. As a result, many of them 
have little to no security features 
built-in. This poses cybersecurity risks 
such as the compromise of consumers’ 
privacy and data. Compromised IoT 
devices can also be used by threat 
actors to form a botnet to launch 
Distributed Denial of Service attacks 
which could bring down Internet 
services. One example of this is the 
Mirai botnet attack in 2016 which were 
carried out via innocuous IoT devices, 
such as home routers and IP cameras. 
The attack left much of the internet 
inaccessible in the US East Coast.
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SCHEMES

3 Cyber Security for Consumer Internet of Things: Baseline Requirements, ETSI EN 303 645, outlines 14 broad 
security provisions and seeks to address the most common security problems

4 IMDA IoT Cyber Security Guide, March 2020. The guide seeks to provide baseline recommendations,  
foundational concepts for IoT.
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Tier 1:  
Security Baseline 
Requirements

Developers follow a set of baseline 
security requirements based on 
ETSI EN 303 6453 in the devices by 
eliminating ‘common mistakes’ to 
guard against majority of attacks 
based on common weakness such 
as default password, ensuring the 
availability of security updates and 
implementing means to manage 
vulnerability reporting.

Tier 3:  
Software Binary Analysis

The software of the connected 
device is evaluated by a test 
laboratory using automated binary 
analysers to ensure that there is no 
known critical software weakness, 
vulnerabilities or malware. 

Tier 2:  
Lifecycle Requirements

Developers include security 
considerations, which are based on 
the IMDA IoT Cyber Security Guide4, 
into the development lifecycle of the 
connected device to adopt security 
best practices (threat modelling, 
secure engineering approach, secure 
supply chain, security testing and 
etc) to ensure security in the device.

Tier 4:  
Penetration Testing

The connected device undergoes 
penetration testing by a test 
laboratory to provide a basic level 
of resistance against common 
cybersecurity attacks.

Cybersecurity Levels

The CLS comprises of four (4) cybersecurity levels, corresponding to the 
number of asterisks on the label, as well as the highest assessment tier that 
the product has successfully completed. 

There are 4 di!erent tiers of assessment. Each assessment tier, to be 
completed in sequence, reflects the increasing resistance the product has 
to basic attacks that they may be commonly subjected to.

For example, a developer may choose to have the product rated at CLS Level 3, 
and hence have the product undergo assessments at Tiers 1, 2, and 3.

Tier 2
Lifecycle
Requirements

Tier 1
Security Baseline 
Requirements

CYBERSECURITY
LEVEL

Tier 3
Software 
Binary Analysis

Tier 4
Penetration
Testing

Developer 
Declaration of 
Conformance

Third Party 
Independent 
Laboratory 
Testing

76

C
yb

er
se

cu
rit

y 
C
er

tifi
ca

tio
n 
G
ui
de

C
ybersecurity C

ertification G
uide

• Regulation launched last 
year


• Mandatory for some 
sectors


• Being pushed by UK**


• Working towards making 
this an ISO standard
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EU

• Targeting consumer grade 
products


• Working towards a full 
certification scheme on this


• Evaluating some target 
sectors for mandatory 
requirements
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UNITED STATES

• Consumer labeling program


• SDLC for labeling program


• Evaluating some target 
sectors for mandatory 
requirements


• Supply chain risk mgmt

https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity

https://www.nist.gov/system/files/documents/2022/07/11/Report to President - Improving the Nations Cybersecurity.pdf
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A NATIONAL SECURITY PERSPECTIVE

https://www.cisa.gov/news-events/news/us-and-international-partners-publish-secure-design-and-default-principles-and-approaches
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BILL C-26
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UNDERSTANDING THE BASICS

• Current edits {subject to debate in HoC}


• Targeted sectors: {energy, telecom, nuclear, transport, banking, }


• Mandatory:


• Establish a cyber security program


• Immediately reporting compromises


• Mitigate supply-chain and 3rd party risks


• Maintaining compliance records
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UNDERSTANDING THE BASICS - C-26

• Concepts


• Cyber Center will provide vendors/providers support


• Will be implemented via ISED


• Enforcement aspects still being defined


• Readiness assessment


• Cyber baselines for operations, products, services including supply chain


• Security by design approach


https://www.parl.ca/legisinfo/en/bill/44-1/c-26
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CREATING YOUR PLAN
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START SMALL AND GROW THE PRACTICE

• Get to know how these regulations will impact your specific business


• Start small:


• Assess your current risk posture for the business and products being developed


• Create a draft strategy/plan to get the necessary improvements


• Ensure you document any/all regulations that will impact your business


• Security test and evaluate your product to understand what a “hacker” sees


• Provide your staff training on the identified risks and how to prevent and report


Goal: Get ahead of the curve to limit business impacts
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STARTING MODEL

IT Systems
and 

Operations
Physical Site Human

Resources

ExecutiveSupport

3rd Party
Providers SDLC

Audit ready documentation

Privacy

Regulations and other mandatory requirements

Governance
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SECURE APPROACH TO DEVELOPMENT

Product, Security 
and Privacy

Requirements
Product
Design

Code
or 

Build

Testing
&

Validation
ReleaseRisk

Assessment

Supporting
Documentation

Supporting
Documentation

Supporting
Documentation

Supporting
Documentation

Supporting
Documentation

Supporting
Documentation
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OPEN DISCUSSION

Questions


or


Comments

Contact: security@twelvedot.com

mailto:security@twelvedot.com


security@twelvedot.com

@encrypto99


www.twelvedot.com


mailto:security@twelvedot.com
http://www.twelvedot.com

